
The DECRYPT Project:
Cross-Disciplinary Research for Historical Cryptology

Beáta Megyesi
Department of Linguistics

Stockholm University
´ beata.megyesi@ling.su.se

Abstract

This paper describes the DECRYPT project,
which aims to create a research infrastruc-
ture for historical cryptology through cross-
disciplinary collaboration. The project has cu-
rated an extensive collection of encrypted his-
torical manuscripts, including ciphertexts and
cipher keys, and has developed a suite of tools
for automated cipher analysis. Major compo-
nents include the cataloging of documents in
the DECODE database, the transcription of
texts using both manual and AI-supported ap-
proaches, as well as cryptanalysis. The project
demonstrates the interplay between technologi-
cal innovation and the critical contribution of
subject matter expertise in the humanities, par-
ticularly in historical cryptology.

1 Introduction

Historically, scholars and scientists from various
fields—such as history, linguistics, philology, com-
puter science, cryptology, and computational lin-
guistics have worked independently and in an un-
coordinated manner to crack individual ciphers,
each with their own methods and objectives. While
some focus on deciphering and interpreting single
ciphers, others develop tools to assist in processing
historical sources. Regardless of their disciplinary
backgrounds, these researchers often face simi-
lar challenges when dealing with encrypted doc-
uments. By uniting the expertise of these diverse
fields to collect and digitize encrypted sources
and develop software tools for automatic or semi-
automatic decryption, the DECRYPT project aims
to establish historical cryptology as a recognized
scientific discipline. This effort includes releasing
data from encrypted sources and providing public
access to transcription and decryption tools.

Funded by the Swedish Research Council from
2018 to 2024 as part of a special initiative to pro-
mote high-quality cross-disciplinary research in

Sweden, the project received 29.5 million SEK (ap-
proximately 3 million Euros) over six years.

This paper gives a brief summary of the DE-
CRYPT project, its goals, and results based on
a decade of research. The content of this paper
is based on previous publications by members of
the project team, see for example (Megyesi et al.,
2020), (Héder and Megyesi, 2022) and (Megyesi
et al., 2024) and others on the project webpage
de-crypt.org.

2 The DECRYPT Project

The purpose of the DECRYPT project is to dig-
itize, analyze, and decipher encrypted historical
manuscripts, known as ciphers, and to make them
accessible through a web service. The project also
aims to develop methods and tools for the auto-
matic transcription, analysis, and decryption of var-
ious types of historical ciphers.

To achieve the goals, the project brings together
expertise from various disciplines, including his-
tory, linguistics, philology, cryptography, image
processing, and computational linguistics. Since
2019, the project team worked together to an-
swer all the research questions within the cross-
disciplinary team and in various subgroups, with
project participants, and associated members. At
the time of writing, around 20 people are contribut-
ing to the project, including professors, researchers,
PhD candidates, students, and research assistants.

The project publications, which include over 80
scientific papers published in journals and peer-
reviewed conference volumes since 2018, demon-
strate the cross-disciplinary nature of the project,
with a large number of co-authored articles across
subject boundaries.

In the subsequent sections, we describe the main
results of the project based on the publications of
the team. The interested reader can find more in-
formation on the project website.



3 Ciphers and Cipher Keys

Encrypted historical sources in the form of cipher-
texts, (i.e. messages written in code) have been
widely used throughout history since the invention
of writing. These encrypted materials can be found
in archives, libraries, and private collections world-
wide. In the DECRYPT project, our focus is on
encrypted documents from early modern Europe.
These texts served various purposes, such as diplo-
matic and military communications, messages from
secret societies, and private correspondence.

Figure 1 shows examples of four ciphertexts
along with two cipher key extracts. The cipher
keys define the transformation of the plaintext into
ciphertext to encrypt the message by replacing the
plaintext elements with codes as specified by the
key. The examples demonstrate the wide variety
of symbols and writing styles used in encryption
during the early modern period in Europe.

To learn about the structure and evolution of ci-
phers, we analyzed over 1,600 cipher keys from 10
European countries between the 15th and 18th cen-
turies (Megyesi et al., 2022). The study revealed
that cipher keys became more secure over time, as
evidenced by the increasing complexity of symbols,
code lengths, and types used, as well as the expand-
ing size and linguistic diversity of nomenclatures,
i.e. plaintext elements larger than individual letters
(typically syllables and words). Earlier nomencla-
tures primarily encoded nouns and named entities
(personal and place names), while later ones in-
cluded a broader range of linguistic units such as
morphemes. Over time, digit-based codes became
more common, replacing earlier symbol sets and
metaphorical codes. Additionally, nomenclatures
grew in size and required more structured organiza-
tion. The study highlights regional variations and
the growing complexity of cipher keys over time.

To interpret these intriguing and diverse set of
documents, we digitize, transcribe, and decrypt
the messages. This can be done manually or, for
greater efficiency, the process can be partially or
fully automated. We have developed a dedicated
pipeline for cipher processing, described next.

4 The DECRYPT Pipeline

The pipeline handles a wide variety of historical ci-
phers stored in the DECODE database, and include
a series of tools for transcription and cryptanalysis
before historical and/or linguistic contextualization
can take place. Figure 2 illustrates the process.

4.1 The Decode Database

Within the project, over 8,000 encrypted sources –
ciphertexts and cipher keys – have been collected,
and described by a set of metadata adapted to en-
crypted sources along with their documents of rele-
vance. They are stored in the DECODE database1

(Héder and Megyesi, 2022), developed to serve as
a main resource for research and development in
historical cryptology. Users can access the records
through the database, and trusted users are able
to revise existing ones, or upload new ones. All
information is open source with the exception of
images with copyright restrictions.

4.2 Historical Language Models

Another important resource for decryption and
plaintext language identification is historical texts.
We compiled historical language models based on
n-grams incl. uni-, bi-, tri-, four-, and five-grams,
models that are frequently used in cryptanalysis of
historical sources. The models have been generated
from HistCorp2 (Pettersson and Megyesi, 2018), a
collection of historical texts in 17 languages from
different centuries, as well as from the Gutenberg
project3, an online library of 70,000 ebooks. The
models, available on GitHub4, have been previ-
ously applied to the cryptanalysis of English and
German ciphertexts (Megyesi et al., 2023), prior to
their integration into CrypTool for historical crypt-
analysis.

4.3 Transcription

Once the encrypted source has been digitized,
preferably as a high-resolution color image (300-
400 dpi), the document can be transcribed either
manually or (semi-)automatically. Transcription
is a challenging task due to the wide variety of
symbols arranged in non-sensical sequences for the
human eye. During this phase, the various glyphs
and the entire symbol set need to be identified,
and each symbol transcribed accurately. Manual
transcription is labor-intensive and often requires
trained expertise in philology. Therefore, tools that
streamline and accelerate the process are essential.

A manual transcription tool, developed by
George Lasry, enhances the speed and accuracy
of transcription. This tool, called the CrypTool

1https://de-crypt.org/decrypt-web/
2https://www2.lingfil.uu.se/person/pettersson/histcorp/
3https://www.gutenberg.org
4https://github.com/CrypToolProject/LanguageStatisticsLibPy
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Figure 1: Ciphertexts and a cipher key.

Transcriber and Solver (CTTS), allows for pre-
cise symbol clustering and labeling. It is avail-
able on GitHub5 and has been integrated into the
DECRYPT pipeline to work seamlessly with crypt-
analysis. Also, the tool can be used to produce tran-
scribed training data for automatic hand-written
text recognition models.

Automatic transcription — whether partial or
complete — can be supported by tools like Tran-
skribus6. However, results on ciphertexts are of-
ten poor due to their unique characteristics, which
Transkribus’ language models struggle to recog-
nize. Such tools face challenges in dealing with the
distinct symbol sets found in ciphers.

To address this, the DECRYPT project devel-
oped TranscriptTool, a human-in-the-loop AI sys-
tem designed to enhance transcription efficiency by
learning from user corrections (Szigeti and Héder,
2022). Pre-trained models have been created for
the automatic transcription of various symbol sys-
tems, ranging from digit-based codes to alphabets
with and without eclectic symbols, including Zo-
diac and alchemical signs derived from individual
ciphers (Baró et al. (2019); Souibgui et al. (2021,
2022, 2023)). These models have been integrated
into TranscriptTool, which also allows users to train
custom models for different symbol sets.

5https://github.com/CrypToolProject/CTTS
6https://www.transkribus.org

4.4 Cryptanalysis

With a transcription in hand, cryptanalysis can be-
gin. This process involves various techniques, in-
cluding statistical analysis and plaintext language
identification aided by historical language mod-
els, and cipher type detection to make educated
guesses about the probable cipher type (e.g. simple,
homophonic or polyphonic substitution, or transpo-
sition).

CrypTool 2 (CT2) and CrypTool-Online (CTO)
offer extensive cryptanalysis tools7, with CT2 pro-
viding a desktop version for advanced users and
CTO offering an accessible web-based version.
The CT2 DECRYPT editor is currently under de-
velopment to provide an integrated cryptanalysis
environment with transcriptions.

We have enhanced CrypTool with additional al-
gorithms to automatically decrypt a wide range
of commonly used ciphers (Lasry (2018); Kopal
(2018, 2019); Lasry et al. (2021)). Through quan-
titative studies, we have analyzed historical cipher
keys and instructions, successfully decrypting nu-
merous ciphers (Kopal (2018); Lasry et al. (2021);
Kopal and Waldispühl (2022)) — including the
Mary Stuart letters (Lasry et al. (2023)), which
recently attracted significant international media
attention.

7https://www.cryptool.org
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Figure 2: The DECRYPT Pipeline

4.5 Historical and Linguistic Analysis

Once decrypted, historians and philologists work to
correct and contextualize the text, often translating
it into modern languages. This process enriches
the Decode database with additional metadata and
insights.

5 Challenges and Lessons Learned

While cross-disciplinarity has gained significant
promotion and popularity (Láng and Megyesi,
2024), cross-disciplinary teams often face numer-
ous challenges. These include establishing shared
goals and research questions, fostering respectful
and creative discussions, cultivating an efficient
meeting culture, and developing unified publication
strategies. To evaluate the management and organi-
zation of the DECRYPT project, we conducted a
reflexive analysis using a Science and Technology
Studies (STS) framework. This approach assessed
how effectively AI and the humanities have inte-
grated over the project’s span. While the team
members were highly satisfied with the project, the
STS analysis also provided valuable insights into
the difficulties participants encountered, such as
issues with terminology, diverse data structures,
understanding various methodologies and differ-
ing publication practices across disciplines. It also
highlighted tensions between academic researchers’
focus on publishing and industry partners’ need for
practical, actionable results, as well as the critical
role of expertise and boundary objects in enabling
successful collaboration. To navigate these coor-

dination challenges, the team relied on boundary
objects—shared concepts or tools that served as
common reference points across disciplines. Fos-
tering clear communication, respecting different
disciplinary cultures, and setting shared goals from
the beginning are vital to ensure smooth project
execution in all endeavors.

In the analysis of historical ciphers, while au-
tomation tools provide valuable support, human ex-
pertise remains indispensable due to the complexity
and variability of the ciphers. A significant tech-
nological challenge involves the high error rates
in automated transcription, particularly in recog-
nizing symbol boundaries, a wide range of symbol
types and their variant, and a huge variation of
handwriting in historical sources. Even the most
sophisticated tools require human expertise to cor-
rect errors and adapt models to specific historical
scripts .

Manual verification of decipherment results re-
mains also necessary to ensure decipherment ac-
curacy. Difficult tasks include i) the tokenization
of the symbol sequences by the identification of
code boundaries in script continua, ii) the identi-
fication of cipher types iii) and the alignment of
ciphertext and plaintext sequences. Automation
could assist but is not yet capable of independently
solving many of the intricate cryptographic puzzles
presented by historical manuscripts.

6 Conclusion

Manuscripts written in rare or unknown scripts
are often neglected in historical research due to



the complexity involved in analyzing them. These
texts are not only linguistically challenging but also
hold significant cultural value, containing untapped
knowledge and insights. The difficulty lies not only
in identifying and transcribing these scripts, but
also in interpreting their content in a meaningful
way, which demands a wide range of expertise.

Although automation tools like AI can greatly
improve efficiency, human expertise is still vital for
tasks that require manual verification or nuanced in-
terpretation. It is crucial to develop systems that al-
low users to make minimal corrections while adapt-
ing models to different symbol sets, handwriting
styles, and scripts. Moreover, while automation
aids cryptanalysis, specialized domain knowledge
remains essential, highlighting the steep learning
curve for users.
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